In recent years, the number of subscribers of the social network services such as Facebook and Twitter has increased rapidly. In accordance with the increasing popularity of social network services, concerns about user privacy are also growing. Existing social network services have a centralized structure that a service provider collects all the user's profile and logs until the end of the connection. The information collected typically useful for commercial purposes, but may lead to a serious user privacy violation. The user's profile can be compromised for malicious purposes and even may be a tool of surveillance extremely. In this paper, we remove a centralized structure to prevent the service provider from collecting all users' information indiscriminately and present a decentralized structure using the web hosting server. The service provider provides only the service applications to web hosting companies and the user should select a web hosting company that he trusts. Thus, the user's information is distributed and the user's privacy is guaranteed from the service provider.
Introduction
Nowadays, since SNS (Social Network Service) such as Facebook and Twitter gained great popularity, the various SNS began to emerge. According to the companies, a billion people, 500 million people joined the Facebook, Twitter, respectively [1] [2] . SNS mainly is used for formation of personal relationship and information exchange. Recently, various services are provided in conjunction with SNS. The user may compete in games with SNS friends and post favorite clothes from online shopping sites on his wall. In other words, it means that the user unwittingly leaks his information in various paths. Many people even have more than one SNS account.
As the popularity of SNS grows, on the other hand, concerns about user privacy get attention for the issue. The existing SNS has a centralized structure generally that all users' profile information is stored in database of service providers. The information collected by service provider is mainly used in the investigation or for commercial purposes. However, if service provider had malicious purposes, the information might have been stolen. In addition, SNS that contains information of millions of people has become a good target for hackers. For example, passwords of 6.5 million users of LinkedIn were hacked in 2012 [3] . It may affect all friends of users hacked, so a centralized structure is accompanied by a greater risk.
Thus, in this paper, we remove a centralized structure in order to prevent the service provider from collecting all users' information indiscriminately and present a decentralized structure using web hosting server. The service provider provides only the service applications to web hosting companies and the user should select a web hosting company that he trusts. Then, each web hosting server manages its user's homepage, so the service provider cannot collect any information. Thus, the user's information is distributed and the user's privacy is guaranteed from the service provider.
In section 2, we examine exiting decentralized SNS and DHT (Distributed Hash Table) . In section 3, Section 4, the structure and operation process of the proposed system, respectively. In section 5, we analyze security requirement. Finally, we analyze the proposed system, conclude the paper and present future work in section 5.
Related Work

Decentralized Social Network Service
Recently, some researches about decentralized SNS are underway. Previously proposed models are divided broadly into two categories, web-based model and P2P (Peer-to-Peer)-based model in the following table I [4] . [6] . In the case of Diaspora, the users may make their own homepage using the open source provided by service provider and use aspect that new concept used to control the access in the system to protect their privacy. In FOAF, the users exchange their FOAF files that contain their information in a consistent format. Web-based model has some advantages such as high availability and ease of management. P2P-based model usually build a private server on own PC or mobile. Typical models are PeerSoN and Safebook [7] [8] . In PeerSoN, the users build a personal server on their PC or mobile and use DHT to find location of available friend's device. In Safebook, the users make replica including their information and keep them on their friends' nodes dispersedly. However, personal PC or mobile cannot be turned on at all times, so sometimes uses a mix with web-hard or cloud service for improving the availability.
Distributed Hash Table
DHT is a technique usually used in P2P network for lookup service [9] . Regardless of the entry point, the location of the key is found easily using the routing algorithms such as Chord and Pastry on overlay network. DHT has some advantages of quick search speed, suppression of network load and search range of billions nodes. Also each node includes only the key, but do not contain any information.
In the proposed system, keywords such as e-mail address and user's name specified by the users are used for lookup and search result is mapped to the web hosting server that contains the user. DHT is used only the first time when the users search their friends.
The Proposed System
The proposed system is web-based model and has a decentralized structure as shown in the Figure  1 . Common web hosting server lends web space to individual who do not have a server computer. Thus, we assume two things. The first, web hosting server in proposed system would be for not only this system and the second, there would be revenue model between the service provider and web hosting companies. That is, web hosting server may have other clients who do not use this SNS and the service provider's income is generated through such as advertising API.
The service provider provides service applications to web hosting servers and updates them consistently. The user selects trusted servers for the homepage to establish. The user's information is stored on the web hosting server, so the service provider cannot access it.
The inter-user communication is achieved through communication between web hosting servers directly. In the general P2P model, the users should manage their private server by themselves. However, most people do not know how to manage server, so the users' homepages managed by the web hosting companies, which is better. The proposed system also provide automatic interface to establish homepage.
Operation Process
There are four steps for the proposed system. Homepage establishment, register a node on DHT, add friends and message exchange. The following table shows the notation. 
Homepage Establishment
First of all, the user should choose trusted hosting server. The service provider posts the list of affiliated web hosting service on service homepage. After the user choose it, create
. through e-mail authentication. Each web hosting server is assigned . from the service provider. Since . is unique in the system because it is hashed . so it is used for the authentication among the hosting servers.
After then, the user establishes a private homepage. The service provider provides service applications that consist of functions such as wall, photo and friend list. The user is able to choose services what he wants to receive and to set them up. However, web hosting server has to apply some advertising APIs on its homepage. That's why the service provider provides all the service APIs for free and doesn't require the users' information from each web hosting server.
Register a Node on Distributed Hash Table
After homepage establishment, the user chooses . to register his node on the DHT. The keyword would be general or detailed. It is used for someone else to find the user, so the user had better set it more specific like e-mail within the range of acceptable public.
DHT in the proposed system uses Chord algorithm. The user sends hosting server the keyword and then hosting server register a node on the DHT using Chord. Each node has finger table that includes successors which means the next node would be routed on the identifier circle. Lookup procedure is performed in a binary tree scheme, but we do not describe how to process specifically in this paper.
Add Friend
For adding friend, the user should search with keyword. Generally SNS is an extension of the relationship in real world, so the user is able to friend's keyword offline directly. If user A finds user B through the DHT, DHT allows mapping to the hosting server that contain user B and then the hosting server allows mapping to user B's home page along the red line as shown in the Figure 2 . 
Message Exchange
After the first time user A found user B using DHT, communicate through a direct connection between user A's hosting server and B's hosting server without going through the DHT anymore along the blue line as shown in the Figure 3 . All messages are encrypted with SSL, access to the homepage is based on both user IP and web hosting server IP.
Security Analysis
Confidentiality
All communication among the users and web hosting server should be protected totally. Storing all data encrypted may have too much load, so access control policy prevents third party from accessing the data. Over message exchange, all messages should be encrypted with SSL, so confidentiality is assured.
Privacy
All data should be first set to private. Any personal information should not be disclosed to third parties who do not have access. In existing SNS, the service provider has enrolled permission to access to any data. However, the service provider in the proposed system cannot even know whether the user subscribes. Other web hosting servers also do not know where the user's date is stored. Thus, the proposed ensures user privacy.
Authentication
Existing SNS provides e-mail or mobile authentication, but it is not perfect. If someone has more than one e-mail address, he can create multiple accounts, even using alias. The proposed system also does not provide user authentication, but data origin authentication is done using web hosting server IP. Before the service provider provides service application, all web hosting server are assigned unique ID that is based IP.
Access Control
All data should be specified by the user, depending on the level of disclosure (e.g. public, private and partially public to certain groups). In the proposed system, only keyword matched data can be known the presence and no one can even know the existence of the data.
Availability
Web hosting server should be connected anytime and anywhere. In general, web hosting server runs 24 hours except for inspection time.
Flexibility against with DoS (Denial of Service) attack should be prepared and ongoing management and control should be required. The proposed system ensures high availability because of web-based model.
Data Integrity
Over any message exchange, the original message authentication and tampering detection should be available. In the proposed system, SSL protocol is used over all message exchange, so integrity is guaranteed with origin authentication and message encryption.
Conclusion
Many people have an interest in protecting their privacy. Since existing SNS still have some security vulnerabilities, a variety of counter measures have been researched. We point out the problem is the centralized structure of existing SNS. The service provider has an absolute permission to access to any data and collects all users' data. It is a clear violation of user privacy.
Thus, we attempt to decentralize SNS for preserving user privacy in this paper. To remove the centralized structure, we present the system using the web hosting server to restrict the service provider's access. Each web hosting server manages only their clients and never provides any user's information to third parties who do not access. In addition, the system satisfies availability because of web-based model and is easier to manage the user than P2P-based model. It also assures authentication, confidentiality and integrity because of using SSL. However, the proposed system also provide only e-mail authentication, so we will present stronger authentication method in the future work.
As people gradually increase the interest for the user privacy, the distributed SNS model has attracted a great attention. Future studies should be continued to protect user privacy while maintain the advantages of the existing SNS.
